BWINMAGIC

Announcement: Remediating
CrowdStrike Falconlssue

Addressing CrowdStrike Falcon Content Update Interruption and for
Windows Hosts

Unlocking Drive for CrowdStrike Remediation

We are aware of the current issue with the CrowdStrike Falcon Content Update, which has
rendered numerous Windows devices inaccessible worldwide. We understand the impact
this has on your daily operations and are committed to providing immediate assistance.
For more on this issue, please read CrowdStrike’s blog here -
https://www.crowdstrike.com/blog/statement-on-falcon-content-update-for-windows-

hosts/

Note that with WinMagic’s SecureDoc, Your Data Remains Secure
While CrowdStrike is actively working on a resolution, we want to assure you that your data
remains secure with SecureDoc encryption.

Step 1: Follow the Instructions Provided by CrowdStrike as their latest
instructions on remediation should not be affected by SecureDoc or encrypted
drives

Step 2: If CrowdStrike remediation is unsuccessful with Encrypted Drives: Steps
to Unlock Encrypted Drives

If you need to unlock the encrypted drive to access your data or for CrowdStrike
remediation steps, you can do so by booting into WinPE and by following the steps below
depending on your encryption type (Software, Hardware or Bitlocker).

You can verify your encryption type in your SES console by selecting a device and looking
under the “Encryption Type” column.

How to create a bootable WinPE USB:

1. Download Rufus software: http://rufus.akeo.ie/
2. Download WiInPE 9.1 ISO from here:
https://fileshare.winmagic.com/link/zgmljatMkUry7TOe3G8eo4

3. Configure Rufus as shown in the screenshot
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a. Either set to GPT for UEFI or MBR Partition for UEFI

b. Format USB to FAT32
&

Drive Properties

Device
WINPE SDREC (E:) [4GB]

Boot selection

Win10PE_SD9.0_x64.150 ot LS SELECT
Partition scheme Target system
GPT v UEFI (non CSM) ¥

v Show advanced drive properties

Format Options

Volume label
Win10XPE_x64
File system Cluster size
FAT32 v 4096 bytes (Default) N

v Show advanced format options

Status

READY

®0=m st

1 device found
4. Select the ISO image and hit Start.
Power off/on the device, open the boot menu and boot to the USB.
6. Launch SDRecovery, which is located on the Desktop.

o4
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Unlock Software Encrypted Drive
1. Select the drive and click ‘Unlock’.

SecureDoc Recovery 2.1 - B
Selact a disk: Digk Tasks
Name  Model Serial Size Type  Status Locked Key Encypted Disk —————
I Disk 0 12284MB Software encrypted yes RMCE key 26ae... “
Self-Encrypting Disk——

2. You will be presented with a Window to unlock the drive by the boot user (local key file)
password or by an external key file.
a. Local key file:

[ BootUser | | Keyfle
r ;
Disk: Disk D

User: 0; rob

Password: | swewewes|

b. External key file: If the password to local keyfile is unknown, then a key file from SES is
required for the target drive.

- First identify and highlight the target computer in SES.
- Select a valid account under the target device.
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4UB21IK VMware, Inc. | VMware-56 4d 28{ 11/20/2

Users having access to the device "WIN

- Right-click on the selected account and choose Create Key File:

] Remove user from device Del
4 Access rights Enter
Set Filter
Refresh
§ Modify User
[B] createkey Fie | F3
; Challenge response F4

Remove key file from device

Lenovo Hardware Password Manager 4

FileVault 4

joe
rob

- Save the key file to a USB and use it to unlock the disk in SDRecovery:

* Login

BootUser| | Keyfie

Keyfie: | C:\helpdesk.dbk [...]

Password: | eess| [

s || e
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3. A prompt should now appear saying the drive was unlocked.

@ The media was unlocked successfully
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Unlock Hardware Encrypted Drive

1. Retrieve the encryption key from the SES console:
Securelos Fnlerprse Serser SQL Phis - Server mame: o Data base name: PROD, User namse: sa

Datsbase Wiew Folders Eeys User Tooks  Help

o) B¢ X R @@ F 7

&dd  Asfresh  Dal  Gener.. HepFAlke Instal Filter Help

[=- | Folders A umzlq Davicar | 4 Heye Ig Gicups I |, FFE Palicies I!, Dz
FumgEr i

Deployed : Hum e Dewice Name h'I.aanr S-arlal

105 _Ancrokd Devices. | & Modfy device info Enter
<65 Adminiztrators { &) pelate device Del
by ugilabcom | Move boEolder...
(|1, A Felders Niew AuditLog
gﬂ Furg=d Oeioes { Yiew FFE Log
F',,.- Recyds Ein 1 ot Elter
:J Frofies : Refresh
-11:'-;[ Irstallstion packages A aodhers 1 cevice
E iy Mactinelnfo flis 2 hdd ysers to device
Al d Audtiog aF  Assign device grofile o devices
‘= FrELog Assign FFE pokicy to devices
:’g Member of oroups
*
| H Export hardware encryption data
A activate auto-boot
& Eeboat device

2. Save the key file to a USB:
X

Please select full path for saving FDE recovery info, and enter a
password to protect this file.

Path / File Name IF:'u.lnIodq:sh.dbk Browse |

Password I eeee

Confirm Password | seee

[ o 1 oned_|

3. In SDRecovery, select the drive and click “Unlock”. You will be presented with a screen to log
into the key file you exported in the previous step.
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4. A prompt should now appear saying the drive was unlocked.

0 The media was unlocked successfully
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Unlock Bitlocker Encrypted Drive

1. Retrieve the Bitlocker recovery key from the SES console by double clicking on the target device

*I Davice nama

General Sarial numbar
davice
information Manufaciursr
g Model
Member of Locahan
groups

Proparty conirol fag
Type

SES Cerificats
Stals

ZacureDoc profile

Assooated Disks

and going to “Bitlocker Properties”:

-Btmt Serial Numker Dig..  Madel Firmware

HP450-FC

ABC3240095

Hewlet-Packard

HF ProBook 450 G1

Windows Davice

|SE5 Certficate 42372014 234457 |

|T|1u Computer is in use V|

|bi‘Hu:kBrdamu |

OEMIOS.

Device's keys
Key Mame Cn-Dema..
HP4EMPC k. False

BiE

IP Addrass | NIA
Fort [0
LastCammunicaled |Way 06, 2014 16:4400
Version [§4.0.113

view Intel AT Policies

Lenova HPM Prope ies |

[ Wiew FileVaul Properies

Encryption Type  Staus BitLockar Properies
Eitl ocker Encryplad

| Creste Emengency Disk

ExpotHWE Data |

1<

| y Remave Drive Data

Computer D HP45D-PC Disk Serial S1GFNYACAO0323 Disk Number El

BitLocker Drives

orve  Label pnve Unigue M

Cirive

Valume

Oirve Unique Identifier
BitLocker Device

Recovery ID

Baot  ERCYpHon .. Stas updated Encrypeed
(o4} Winde... Wolome{9894a... Yes Bitlocker Encrypted  May D6, 2014 16:... May 05, 2014 15:...

|mnduws

Get Recovery Data

| \\?\Walume!8804af3 8- Di67-4c3 - b3eB-frdcane8 3041 1,

| {1E7A5017-895F-1CAD-B8 1 F-FaSA+A1 BRI

| {97584 20-EF 74-41C3-AB20-GFI4GIEEBASR}

Rerowvery Key

| I69666-204897-124795-329912-510864-182743-004279-630998
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2. While booted into WinPE, launch Windows Explorer and right click the encrypted drive >
“Unlock Drive” > Enter the recovery key that was extracted in the previous step:

.

14 tems

-
o =

T ™, Computer

W Favortes

BB Desktop

£ Administrator
& Computer
2 Recycle Bin
g Desktop
1 Public Documents
# Public Downloads
¥ Public Music
& Public Pictures
# Public Videos
s RAMDisk (B:)
Ca System Reserved (
@ Local Disk (E:)
a WMSD (F)
a Boot (X:)
- WinMagic_RE (¥:)
w4 Uibraries
€ Network
8 Control Panel
5] Recycle Bin

1 itemn selected

Drive Tools

View Manage

4 Folders (6) g

BitLocker (E:)

Enter the 48-digit recovery key to unlock this drive.

(Key ID: 84AB7668)

[

B Open command window here

. Desk, Save disk contents as image file
[ tnmmountimBrsieYartuehDisk
Unlock Drive...
Publk Music
Gperr
. Open in new window
h Publy Share with » | Videos
Include in kibrary »
4 Devices ang Pin to Start
d Format...
la,  Reoy
- Copy
RAM, 2 Reserved (C:)
= | Create shortcut
w 236 Rename ’,E free of 59.9 ME
y(F)

Boot [X)
=

4 l“.-\. -—fne vev

Properties

-
S 677 M8 free of 770 MB

SV 200 MB free of 252 M8
WinMagic_RE (Y:)
-
W 209 ME free of 360 M8

3. The drive should now be unlocked.



